Kak 3amuTuTh rpaxkaad or KuOepMoleHHUu4YecTBa!
(PYKOBOOCMBO 0Jisi COMPYOHUKOB NPABOOXPAHUMENbHBIX OP2AHO8)

KubepMOUIEHHUKN TMOCTOSIHHO COBEPIICHCTBYIOT METOAbl OOMaHa,
UCIIOJIb3YsI HOBBIE TEXHOJIOTMU U COLMAIIBHYIO MHXKEHEpUIo. Baiia 3agaya —
ObITh B KypC€ aKTYallbHBIX CXEM M YMEThb JOHECTH 3Ty HH(OpMaIUIO [0
rpaxxnad. Huke mpeacraBieHsl HamboJsiee paclpoOCTpaHEHHBIE CIEHAPUU
MOIIIEHHUYECTB U PeKOMEHAAINH 110 MPOPUTAKTHUKE.

OcHOBHBIE CXEMBI Knﬁep MOLICHHHUYE€CTBA

MouieHHUY€eCcTBO MO BHAOM PA0OTHMKOB KOMMYHAJIbHBIX CJIYKO
U TOCYJIapCTBEHHBLIX OPraHoB. 3JIOYMBINIJIEHHUKH  BBIIAIOT  CeO0s
3a COTPYJIHHMKOB KOMMYHaJIbHBIX CIYyXO (PHEproHaa3opa, BOJIOKaHaa,
ra3oBO# CIyKObI), a TaK)Ke MPEACTAaBUTENICH MPAaBOOXPAHUTEIBLHBIX OPTaHOB,
O0aHKOB WM JPYTUX TOCYJAapCTBEHHBIX CTPYKTyp. OHHM MOTYT 3BOHHUTH
mo TenedoHy, B TOM YHCJIC IO CTAallHOHAPHOW JWHWHW, WM HMCIOJIb30BATh
meccenmkepol  (Viber, Telegram, WhatsApp). Llenp — mnox mo0bIM
MPEAJIOTOM TOJNYYHUTh JUYHBIC JTaHHbIC, PEKBU3UTHl OAHKOBCKHX KapT WJIU
BBIHY/IUTH TIEPEBECTH JEHBIM Ha «Oe3omacHbie» cueTa. Yacto paboTaroT B
nape: OJUH MPEICTABIACTCS COTPYIHUKOM KOMMYHAILHOM CITY>KObI, IPyToi —
IPaBOOXPAHUTEIBHBIX OPTaHOB WM OaHKa, yOeKaasi )KEPTBY, UTO €€ TaHHbIC
CKOMITPOMETUPOBAHBI, U IJISl «CHACEHUs» CPEACTB HEOOXOAUMO OGOPMHTH
KPEIUT WM TIEPEBECTH JICHBTH.

MomeHHH4YeCTBO ¢ MCIHOJb30BAHMEM  MOOWJIBHOW  CBSI3H.
MOoOuIEeHHUKN TIPEICTaBISIIOTCS COTPYJHUKAMH OIEPATOPOB COTOBOM CBSI3H
(A1, MTC). Ilox mpemsioroMm OKOHYAaHHWSI CPOKA JECHCTBHUS JOTOBOpA WIIH
HEOOXOAMMOCTH OOHOBIIGHHSI YCIYyI OHH YOEXKIAIT XKEPTBY NEpeHTH
M0 CCBUIKE U3 MECCEHJIKE€pa W cKadaTh MOJJCNIbHOE MpUIIokKeHUue. Takue
NPUJIOKEHUST JalOT 3JIOYMBIIUICHHUKAM TOJHBIA  JOCTYNl K JaHHBIM
Ha cMapTdoHe, BKIOYas KOoAbl u3 SMS, JIOTMHBI W TapoJM K OHJIAMH-
OankuHry. BaxHo TIOMHUTH: 0€30mMacHOE€ CKAaYMBaHWE TMPHIOKCHUHN
BO3MOXHO TOJBKO
U3 opuIMaIbHBIX MarasuHoB, Takux kak Google Play, App Store, App Gallery.
Hukorna He ycTaHaBIuBaiTe NPUIIOKEHUS, MEPEXOJs MO COMHHUTEIbHBIM
CCBLIKaM.
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Ucnoan3oBanue nungeiikoB u Helpocereid. KubeprnpecTynHuku
AKTUBHO TPUMEHSAIOT HEHPOCETH IS CO3/aHUs MNOAACIbHBIX TIOJOCOBBIX
cooOmennii u Bujpeo (AUNGEHNKOB) C HCMOJb30BAaHMEM ToOjoca WU
N300paKeHHS POJICTBEHHUKOB M 3HAKOMBIX JKEPTBBI. 3aTeM Takue (pajbITuBhIC
COOOIIIEHHS PACChUTAIOTCSI KOHTAKTaM >KEPTBBI ¢ MMPOCK0aMH O MaTepUaIbHOU
MIOMOIIIM Ha JICYEHHUE WJIM APYTHE HYXKIbI, YaCTO C YKa3aHUEM PEKBU3UTOB
0aHKOBCKOM KapThl HJIM MPOCHOOH MepeiaTh ICHBI'M Y€PE3 «3HAKOMOTOY.

Ilcuxosoruyeckoe aaBjieHne U Yrpo3bl. MOIIICHHUKH, BbI1aBast ceOs
34 COTPYOHHUKOB IPAaBOOXPAHUTEIIBHBIX OPraHOB WA JAXe€ BallIEro
PYKOBOAMTENS, MUIIYT B MECCEHKEpax, coodiias 0 SKOObI COBEPIICHHOM
BaMH MPECTYIUICHUH WM coydacTuu B HeM. OHU MOTYT YIPOXKaThb OOBICKOM,
U3BbATHEM UMYILECTBA WJIM JCHEKHBIX CpelncTB. JUIsI «COXpaHEHUs» AECHEr
IIPEJIararoT NEePEBECTH UX HA «3ALIUIIECHHBIN CYET WM NEePeaTh Kypbepy,
KOTOpBI Ha CaMOM JeNe SIBISIETCS WX TOCOOHMKOM. B Takux ciywasx
MOILIEHHUKM MOTYT JaX€ «IEPEKIIYaThy» JKEPTBY HaA IMOJCTaBHBIX
«COTPYAHUKOBY» PA3JIUYHBIX BEIOMCTB (MuUIuuuu, CaeCTBEHHOTO KOMUTETA,
KI'Bb, I®P, KT'K).

duHaHCOBbIEe MUPAMHU/IbI U JIZKEMHBECTHIIMH. DTO OJlHA U3 Haubosee
OMacHbIX cxeM. MOIIEHHUKH, MPECTaBIssICh OpoKepaMu WK Tpeuaepamu
TOPrOBBIX IUIOIMIAJOK, MPEIaralT KepTBaM OBICTPHIM U BBICOKUH J0XO[
oT uHBecTUlnii. OHU O30T PEHKOBBIC BEO-CANTHI HECYIIECTBYIOIINX OUPIK
C UMHTaLUEN TpadUKOB U JUArPaMM, PETUCTPUPYIOT «JIMYHbIE KAaOMHETHI»
U IEMOHCTPUPYIOT «IIPUObLILY». MOTYT 1a’ke MO3BOJIMTH BHIBECTH HEOOJIBLITYIO
CyMMY, YTOObI yOEIUTh KEPTBY B pEAIbHOCTHU 3apaboTKa. Lleab — BBIHYIUTH
YeJIoBeKa BIIOXKHUTH KaK MOXHO OOJIbIIE JACHET, BKJIIOYas 3a€MHbIE CpPEACTBA
WIK JIEHI'M OT MPOJaxHu MMylecTBa. [locie mosydeHus KpymHOW CyMMBI
MOIIIEHHUKU UCYE3aI0T.

HUcnoab3oBanue "apomoB" HW  OTBETCTBEHHOCTb. Jlns BbIBOAA
MOXUILEHHBIX CPEACTB MOIICHHUKHA AKTUBHO MCIOJb3YIOT «JIPOIOBY» —
MOJICTABHBIX JIUI], KOTOPHIC 3a BO3HArPaXJICHUE MPEAOCTABISIIOT HOCTYIl
K CBOMM OaHKOBCKUM cueTaM. «Jlpombl» SBISIOTCS KIIOUYEBBIM 3BEHOM
MPECTYMHOM LEMOYKH, Yepe3 KOTOPOE JICHbI'M MEPEBOISITCSA YEPE3 HECKOIBKO
O0aHKOB Ha MHOCTpPaHHBIE CYETAa WJIM KOHBEPTHUPYIOTCA B KPHUIITOBAJIIOTY.
BaxxHO 3HaTh W JOHOCUTH 1O TPAXIAH: «APOIMbD» HECYT YTOJOBHYIO
OTBETCTBEHHOCTh 32 PACHPOCTPAHEHUE UYXKUX [JaHHBIX I JIOCTYyIa
K 0aHKOBCKHMM cueTaMm 1o cratbe 222 YK, npenycmarpuBarolieil HakazaHue
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10 10 net nuiienust cB0001bl. 3a MPEAOCTABICHUE CBOUX JIMUHBIX IAHHBIX JJISI
HCIIOJIL30BaHUA B MOIIIEHHUYECKUX cxeMax IpeayCMOTpeHa
aJIMUHUCTPATUBHAsA OTBETCTBEHHOCTH 10 ctaThe 12.35 KoAll.

PeryaupoBanue 060poTa KpunToBaawTel B Pecnyosnke benapyce.
Onepauuu 1Mo MOKYINKE M MPOJaXKe KPUNTOBATIOTHI 3a JECHEKHBIE CPEICTBA
(benopycckue pyOdaM, WHOCTpaHHAs BaJOTa WM BJIEKTPOHHBIC JICHBIH)
pa3pelleHbl TOJIBKO YEPE3 KPUIITOOUPKU (0NEepaTOpOB OOMEHA KPUNITOBAIIOT),
ABIAIONIMXCST pe3upeHTamMu [lapka BBICOKMX TEXHOJIOTHM. 3ampelieHbl
U SBISIOTCS HE3aKOHHBIMU OIEpAlMU IO KYIUIE-MPOJaKe KPUIITOBATIOTHI
HA UWHOCTPaHHBIX KpuOTOOWMpkax u Yy Qusnueckux nui. [lopsgox
OCYWIECTBIECHUSI CHEIOK C KPUITOBAIIOTOM PETYJIHUPYETCA Y Ka3oM
[Ipesunenta Pecnybnmuku benapych ot 20.09.2024 Ne 367, 3a HapyiieHue
KOTOPOro MPEeAyCMOTPEHA OTBETCTBEHHOCTh mo 4.3 cT. 13.3 KoAlIl,
npeaycMarpuBaronieit mrpad ¢ KoHpuckaiuei Bcei CyMMBbI 10X0/1a.

PexomMeHnaauuu i COTPYAHUKOB MPABOOXPAHUTEIbHBIX OPraHOB.

[TocTOSIHHO TOBBILIANTE CBOIO OCBEJOMIIEHHOCTh O HOBBIX BHJAX
U cxemax kubepmoueHHUYecTBa. CliequTe 32 HOBOCTSMHM, aHAJTUTHUYECKUMU
MaTepuaiaMu M peKOMeHJanusMu npoduibHbIX BeaoMcTB. Ocoboe
BHUMaHUE YJEISNTE YS3BUMBIM KaTETOPHUSIM TPaKIaH: MOXKUIBIM JIHOISM,
HECOBEPLICHHOJIETHUE, a TAK)XKE T€M, KTO aKTUBHO MOJIb3YETCS MHTEPHETOM,
HO HEJOCTaTOYHO OCBEIOMJIEH O puckax. IloguepkuBaiiTe Ba)KHOCTb
KPUTUYECKOTO MBIIUICHUS: YUUTE TPakJIaH MPOBEPSATH JII0OYI0 HH(OPMALIHIO,
OCOOCHHO Ty, YTO BBI3BIBACT OECIOKOWCTBO WJIM TMpEajiaraeT JErKylo
npuObLIb. OOBSICHSANTE, UYTO NPaBOOXPAHUTEIbHBIE OpraHbl, OAaHKU U
rOCyIapCTBEHHBIC CTPYKTYPhI HUKOT1a HE 3alpalliuiBal0T KOHPUACHIINATLHBIC
JaHHBIC
no TeneoHy WM B MECCEHDKepax W He TpeOyIOT MEepeBOIUTH JIEHBI'H
Ha «Oe3omacHbIe» cyeTa. AKIEHTUPYHTE BHUMaHHE Ha OTBETCTBEHHOCTH
«IPOTIOBY», YTOOBI TPAXKTaHE TOHUMAIIM PUCKH MTPEIOCTABICHHUS CBOUX CUETOB
TPeThbUM JHUIaM. Pa3bicHSTE mpaBuia JEraJbHOTO 000pOTa KPUIITOBATIOT
B Pecnybniuke benapych.

[TomuauTe: Hama o0IIas LEdb — 3AIIMTUTh TPAXKAaH OT MPECTYMHBIX
HoCSraTeNbcTB B LU(PPOBOM mpocTpaHCcTBE. Yem myuiie HHOOPMUPOBAHBI
COTPYJIHUKH MPABOOXPAHUTEIBHBIX OPTraHOB, TeM 3(PPEKTUBHEE MBI CMOKEM
IPOTUBOACHCTBOBATH KHOEPIIPECTYTHOCTH.

YIIK KM YB/I MorujieBcKoro 00JucroJaKoma



